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Introduction

HandEra’s DataPro is an on-the-device software backup tool for selected Palm OS based devices.  DataPro provides functions to backup data and programs from device RAM memory to non-volatile storage, if such storage is present on the device.  The Palm M500/M505, when configured with a Secure Digital (SD) storage card can use DataPro to backup to the SD card..  The HandEra 330, when configured with either an SD storage card or CF storage card, can use DataPro to backup to either card.  The TRGpro Handheld Computer  when configured with a CompactFlash (CF) storage card, can use DataPro to backup RAM to the CF card.  The Sony Clie 300 when configured with a Memory Stick storage card, can use DataPro to backup RAM to the MS card. 

DataPro provides an amazing new level of data and program safety to Palm OS based devices.  With DataPro, users can now be ensured that their programs and data will have extremely low risk of loss due to device hard reset, loss of battery power, or system failure. 

With DataPro, users can backup their data by explicit request, on a timer basis, or on each power off.  With DataPro, users can backup their entire RAM, or backup selected databases/programs. 

DataPro changes everything about data risk on Palm OS devices.

DataPro Backup Architecture
DataPro is modeled after backup products used on mainframe and PC computers, and differs in architecture from the many other Palm device backup products.  DataPro backup operations are intended to backup file by file any file in RAM that is selected by the user on a given backup operation, and to maintain a record in the DataProBackupDB about this specific file backup.  At a later time, that file can then be restored to RAM if desired.

If a file is deleted from RAM by the user, that file will not be deleted from the DataProBackupDB or from the \Palm\Backup\ directory on the storage card.   The reason for this approach is that if a user accidentally (or intentionally) deletes a file from RAM, the user can then restore the file from the storage card with DataPro.

Other Palm device backup products sync the contents of RAM with the contents of the backup directory.   Thus, if a file was accidentally deleted from RAM, and a backup was performed, there would be no backup copy of the file on the storage card to restore later.  

DataPro is also the only Palm device backup product that provides function to automatically backup individual files, either at each power off or on a time/date basis.  The DataPro mission is to provide an automated backup function for those few very critical files where loss of the file would be a major impact to the user. 

DataPro Installation

BackupPro is distributed as a standard Palm OS prc.  To install DataPro on a device, use the standard Palm DeskTop HotSync® process (or equivalent) to install the DataPro.prc program to the desired Palm OS based device.

Palm M500/M505 Installation

HotSync DataPro.prc to M500/M505 RAM memory.

For the Palm M500 and M505, DataPro.prc should also be copied to the Secure Digital (SD) Card.  By copying DataPro.prc to the SD card, the DataPro program will always be available to the user, even if the device experiences a hard reset.   Note that DataPro must run from RAM, and will not function correctly if launched from SD card. However the DataPro program backup must be backed up on the SD card, so that it can be copied back to RAM in case of a hard reset.

DataPro can be copied to the Palm M500/M505 SD card by using the COPY function:

1. Tap the sub-menu icon (lower left corner of the graffiti area).

2. Select Copy

3. Highlight DataPro and specify that the copy is to go from RAM to SD card

TRGpro Installation

HotSync DataPro.prc to the TRGpro device.

For the TRGpro, it is strongly recommended that the user copy or move the DataPro program from RAM to non-volatile flash memory using the FlashPro software tool.  FlashPro comes with each TRGpro device.  If the DataPro program resides in flash memory, in case of a hard reset, the DataPro program will still be available on the user home screen. 

The TRGpro user should also use the CFPro tool, distributed with every TRGpro device, to copy DataPro.prc to the CompactFlash card as an additional backup. If the DataPro program is not copied or moved to flash, after a hard reset the user will need to manually copy the DataPro program back to RAM from the CF card using the CFPro software tool.
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Figure 1.  FlashPro menu for copying DataPro to flash memory 

HandEra 330 Installation

HotSync  DataPro.prc to the HandEra 330 device.

For the HandEra 330, it is strongly recommended that the user copy the DataPro program from RAM to either a CompactFlash storage card or to an SD storage card using the CardPro tool.  CardPro comes with each HandEra 330 device.  If the DataPro program resides on a non-volatile storage card, in case of a hard reset, the DataPro program can be restored to RAM using CardPro. 

The CardPro menu is similar to the FlashPro screen shown in Figure 1.

Sony Clie PEG-S300 

HotSync DataPro.prc to the Clie device.

    For Sony Clie S300, use the MSGate software tool to copy DataPro.prc to the MemoryStick storage card in the primary directory (MSFiles).  To copy DataPro to the MS storage card, first start MSGate.  Then highlight the DataPro item and tap COPY.  MSGate will copy the DataPro program to the MSGate MS card directory.  See Figure 1a.
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Figure 2. MSGate menu to copy DataPro to MS storage card

    DataPro must be stored in this MemoryStick storage card directory, so that in case of a Clie hard reset, DataPro can be restored to RAM using MSGate.   If a  hard reset occurs, MSGate can be used to restore DataPro to RAM.  Then DataPro can be run to restore the entire contents of RAM from the DataPro backup directory on the MS storage card.

This step is required because the Sony Clie MSGate software tool currently only displays files in the \Palm\Programs\MSFiles directory, while DataPro stores backup files in the \Palm\Backup\ directory.

DataPro Recommended Usage

As is explained in the next section, DataPro offers many options for backing up data.  Some of the options will be too time consuming for many users.  The following is the HandEra recommended DataPro customization setup for most users:

1. Perform an initial Backup Full operation.  This will take a while, since all files must be copied to the storage card.  A Progress Bar will display as each file is backed up.

2. Set the timer option to perform a full backup once each day, possibly  in the middle of the night.  This operation will wake up your device, backup any changed files, and go back to sleep (while you sleep).

3. Set up the Backup Options Individual to backup the few databases that you often change so that they will backup at each power off.  If the size of these few databases is relatively small (for example, less than 100KB), this operation will only take a couple of seconds at each power off.  And in the process, you will be assured that your changed data is always backed up.   

Caution: Using DataPro for Full Backups at Power Off may be too slow for your usage requirements.  If you have over 100 files on your handheld or if you have over 3.0MB of data in RAM you probably should investigate using some other backup tool for your full backups.  DataPro is not intended as a full backup tool for such high volume handheld environments.  DataPro is focused on providing backup of a few extremely important databases as often as possible.  As such, DataPro performance for full backups may be slower than other products that are oriented towards the full backup speed.

Please note that there is a huge speed difference between devices.  Each DataPro user must find their acceptable level of  performing automatic backup operations.

The following two device timings may offer advice on how the number of files and the total file size could impact the DataPro usage decisions:

Device:  TRGpro with OS 3.5.1

TRGpro setup 1 has 50 files and 1.6MB RAM

TRGpro Setup 2 has 240 files and 6.8MB RAM








Setup 1

Setup 2 

Backup Full Initial Backup



1:00 min

15:00 min

Backup Full at each power off with no changed files

4 sec

45 sec

Backup Individual two small files at each power off,

6 sec

11 sec




   when both files have changed; files are 47KB and 15KB

Backup Individual at each power off, no files have changed;
½ sec

5 sec

  same two files 47KB and 15KB


 
 

Display Backup Options Individual file list


1 sec

6 sec

Note that the number of records in the various databases also has a major impact on the backup timings.  The above comparison does not consider the number of database records processed.

As can be seen from the data, the times are not proportional to the number of files or total file size.  As the number of files increases, the Palm OS slows down disproportionately.  Users of  Setup 1 will probably love DataPro performance for everything.  Users of Setup 2 will probably not want to use DataPro as their full backup/restore operation and will definitely not want to backup Full at each power off.  But DataPro may be a good tool for the Setup 2 user for backing up at each Power Off a few very critical databases that need to be backed up often and without variance when they have changed.

DataPro Customization

DataPro has several options that the user may want to customize.  

DataPro Preferences

Currently the only Preference entry is for the storage volume (slot) selected.  DataPro supports multiple storage volumes (slots) on a single device, such as the HandEra 330.  If the device only has one storage device available, the Preferences entry will merely list that volume.  If multiple storage volumes are available, DataPro will list both volumes and the user can select the specific volume desired.  The user can select which volume is to be used for DataPro backup storage.

DataPro Settings

To customize DataPro options:

1. Start DataPro.  The screen shown in Figure 3 will be displayed.

[image: image4.png][ataPro]





Figure 3.  DataPro Initial Screen
2. Tap the “Backup Options” screen button (see figure 3).  The screen shown in Figure 4 will be displayed.
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Figure 4. Backup Options Selection Screen

Caution: Using Datapro for Full Backups at each Power Off may be too slow for your usage.  Please see “Recommended Usage” section of this manual.

3. At the upper right part of the screen is a pop-down list icon.  The pop-down list options are “Full” and “Individual”.  “Full” is used to set options for full RAM backup.  “Individual” is used to select options for backing up individual items.  Select either “Full” or Individual”.  The “Full” screen will be displayed initially by DataPro.

4. Full Backup Options

At the top right of the “Full” options screen (Figure 4) are two small icons.  The first (left most) is a “power” icon, and the second (right most) is  a “clock” icon.

To set DataPro so that a full backup will be performed at any power off, check the box below the “power” icon.  When this box is checked, each time the device powers off, whether on a timer based power-off or a user requested power-off, DataPro will check every item in RAM to see if  it has changed since the last backup.  Any changed items will be backed up to the non-volatile storage card.

 To set DataPro so that a full backup will be performed on a timer basis, check the box below the clock icon.  To set the time/schedule for the Full Backups, tap the “”Backup Time…” screen button.  A timer schedule window will be displayed.    DataPro can be set up to perform timed full backups either at an explicit time of day on specific days, or every X number of hours.  

The screen shown in figure 4a shows setting the backup time based on a time of day on specific days.

The screen shown in figure 4b is displayed if the pop-down box next to “Daily” is tapped.  For this screen, the backup time can be set based on backup every X hours on the selected days.

Only one backup schedule at a time is set by DataPro.  If there is a daily schedule, there is no hourly schedule, and vice versa.

Enter the selected schedule information, and then tap “OK”.  

When all Full Backup Options have been set, tap “Done” (See Figure 4). 
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Figure 4a  Full Backup Options Schedule Setting; Day of the week and time of day
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Figure 4b  Full Backup Options Schedule; Every X hours

5. Individual File Backup Options

From the Backup Options screen (see Figure 4), select “Individual” from the pop-down list in the

upper right corner.  Figure 5 will be displayed.  This screen shows a list of all items (programs, databases, etc) stored in RAM memory.

For files that are to be backed up on any power off, check the box next to those files in the “power” column. 
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Figure 5.  Backup Options Individual File Settings 

For files that are to be backed up at a specific time / schedule, check the box next to those files in the “timer” column.  In addition to checking the timer box(es), a schedule must be set by tapping the “Backup Time..” screen button.  Figure 6a will be displayed.  

DataPro can be set up to perform timed Individual  backups either at an explicit time of day on specific days, or every X number of hours.  

The screen shown in figure 6a shows setting the  backup time based on a time of day on specific days.

The screen shown in figure 6b is displayed if the pop-down box next to “Daily” is tapped.  For this screen, the backup time can be set based on backup every X hours on the selected days.

Enter the selected schedule information, and then tap “OK”.  

When all Individual Backup Options have been set, tap “Done” (See Figure 4). 
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Figure 6a.  Set Timer Backup Schedule for Individual Files;  Time of day and day of week 
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Figure 6b. Set Timer Backup Schedule for Individual Files;  Every X hours of each day.

DataPro User Operation

Explicit Backup

An explicit DataPro backup can be requested at any time.  On the initial DataPro screen (see Figure 3),  tap the Backup button.  The screen shown in Figure 7 will be displayed.
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Figure 7.  Backup Full or Individual Selection

To perform an immediate Full backup, tap “Full”.  DataPro will immediately start the backup of all items in RAM that have changed since the last DataPro backup.   A Progress bar will be displayed for each file being backed up (see Figure 8).
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Figure 8.  Full Backup Progress Screen

To request an immediate backup of selected individual files, on the “Backup” screen (see Figure 7), tap “Individual”.  DataPro will present a list of all items in RAM ( See Figure 9).
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Figure 9. Individual Backup Selection Screen

 Tap the box next to the name of any items to be backed up.  When all desired files have been selected, tap the screen “Backup” button.  DataPro will immediately backup the requested individual files if they have changed since the last backup.  A Progress bar will be displayed for each file being backed up (Similar to Figure 8).
Automatic Backup Operations

The DataPro “timer” and “power off” automatic backup operations are specified as defined above using  the DataPro “Backup Options” screens.  When the specified event (timer or power off) occurs, DataPro will automatically perform the requested backup of changed files.  No user interaction is required.  Even if the device is powered off, when the timer event occurs, the device will wake up and the DataPro backup will be performed.

The Progress screen (see Figure 8) will be displayed as each changed file is backed up. 

Restoring Files

DataPro users can restore backed up files at any time.  The restore can be either a full restore (all backed up files) or selected individual files.

Full Restore After Hard Reset

If the user device has experienced a hard reset, or if DataPro.prc has been deleted from RAM, the user must first restore DataPro.prc to RAM from the device non-volatile storage card.

For TRGpro, if the user has previously moved or copied the DataPro program to user flash, the DataPro program will still be on the home screen after a hard reset.  Go to step d below.

If the DataPro program has not been previously moved or copied to flash, use the CFPro software tool to copy DataPro.prc from CF storage card to RAM.  Then initiate DataPro from the main device screen. 

The following example shows the  process to restore DataPro.prc to RAM if the DataPro.prc was stored by the user at DataPro install time in the \Palm\Backup\ directory on the CF storage card.

a. Start CFPro and tap the CF button.  See Figure 9a.  The root CF directory will be displayed.
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Figure 9a. CFPro display of CF root directory

b. Double tap the “Palm” CF directory entry.  The “backup sub-directory will be displayed.  See     Figure 9b.
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Figure 9b. CFPro display of CF Backup sub-directory

c. Double tap the “Backup” directory entry.  The contents of that sub-directory will be displayed.  See Figure 9c.

[image: image16.png]Name (0 G
Thdiessioes
i i
et
s
& oo 0%
oy o
jraveted o 4
[ETREEET] i

<





Figure 9c. CFPro display of the CF  \Palm\Backup\ directory contents

c. Page down on the CFPro display until DataPro is displayed.  Highlight the DataPro entry and tap COPY.  CFPro will copy the DataPro program to RAM.

d. Return to the TRGpro Home screen, and start the DataPro program.  Perform a Restore Full operation. 

For Sony Clie S300, use the MSGate software tool to restore the DataPro.prc to RAM from the MemoryStick MSFiles directory.  Note that this file must have been manually copied to the MSFiles directory by the user before the hard reset utilizing the Clie MSGate tool.  Then start the DataPro program.

a. Start MSGate.  Tap the MS (left) bottom tab so that the contents of the MS storage card are displayed.  See Figure 9d.
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Figure 9d. MSGate menu

b. Highlight the DataPro entry.  Then tap the COPY button.  DataPro program will be copied to RAM.

c.   Return to the Clie Home screen, and start the DataPro program.  Perform a Restore Full operation. 

For HandEra 330,  use CardPro to copy DataPro.prc from either the SD card or CF card to RAM.  Then initiate DataPro Restore Full.

For Palm M500/M505, use the Palm COPY function to copy DataPro.prc from SD card to RAM.

DataPro can be copied to the Palm M500/M505 SD card by using the COPY function:

· Tap the sub-menu icon (lower left corner of the graffiti area).

· Select Copy

· Highlight DataPro and specify that the copy is to go from SD card to RAM

Full Restore

To request a full restore of all backed up files, from the DataPro initial screen (see Figure 2), select “Restore”.   Figure 10 will be displayed.  Select “full”.
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Figure 10.  Restore Type Selection

DataPro will immediately start restoring all backed up files to RAM.  A progress bar will be displayed as each file is restored.  See Figure 11.
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Figure 11.  Restore Full Progress Screen

If the restore of a file will replace a current RAM file,  the user is prompted with the message (see Figure 12).

[image: image20.png][Restore]

AddressDBalready exists
inRAM.

Replace the existing
0.1KB
modified: 1/12/01

with thisone?
0.1KB
dified: 1/12/01





Figure 12.  Restore Warning Message on Replace 

Individual File Restore

To request a restore of individual files, from the DataPro initial screen (see figure 1), select “Restore”.   Figure  10 will be displayed.  Select “Individual”.  The screen shown in figure 13 will be displayed. 
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Figure 13  Restore Individual Files Option Selection

 Select the files to be restored by placing a check in the box next to the selected files.  To start the restore operation, tap “Restore”.   DataPro will immediately start restoring all selected files to RAM.  A progress bar will be displayed as each file is restored.

When Options is tapped, a choice will be presented for ‘Select All” or “Unselect All”. 

DataPro Storage Card File Sync With RAM

The DataPro architecture was designed so that the user could at any time restore a file from the storage card to RAM, even if that file had been deleted from RAM.  Once a file is backed up to the \Palm\Backup\ directory on the storage card, that backup copy will remain there until the user deletes the file using some tool other than DataPro from the \Palm\Backup\ directory.

On occasion, the DataPro user may choose to “re-sync” so that the RAM files and the storage card backup files are the same (no unmatched backup files on the storage card). 

If it is desired to re-sync the RAM files and the \Palm\Backup\ files, the user can at any time delete the DataProBackupDB from RAM and delete the contents of the \Palm\Backup\ directory on the storage card, using a file manager tool other than DataPro, then restart DataPro.  DataPro will rebuild the DataProBackupDB.

DataPro Problem Determination and Recovery Procedures

Deleting backup file entries from the Storage Card Data

If it is desired or necessary to delete backup entries from the storage card (CF or MS), use a CFPro for the TRGpro device, CardPro for the HandEra 330,  or a software tool such as MCFile on the Sony Clie and the Palm M500/M505 to delete those backup files.  DataPro stores backup files in the \Palm\Backup\ directory on the storage card.  Deleting files from the DataPro Backup directory will NOT be reflected in the DataProBackupDB database.  If the user manually deletes a backup file, and then subsequently tries to restore that file, DataPro will display a message that the “File xxx not found. Continuing with restore”.

TRGpro Flash removal of DataPro.prc

During the installation of  DataPro on TRGpro devices, the user should have moved or copied the DataPro.prc to flash memory with the FlashPro tool.  By having DataPro in flash memory, if a hard reset occurs, the DataPro program will still be available for recovery operations.

If it is desired or necessary to remove DataPro from User Flash memory, the user can use the FlashPro tool to delete DataPro.prc from flash memory.

Removing DataPro from the Device

Regardless of the device type, if it is desired to remove the DataPro program, the user must use the Palm Launcher Delete facility.  The Launcher Delete function is accessed  by tapping the sub-menu icon (lower let corner of the graffiti area), then tap Delete.  A list of installed programs is listed as candidates for delete.  Selecting DataPro will  delete the DataPro.prc, the DataProBackupDB from RAM and also delete the timer values stored in the Saved Preferences system file.  The user should also delete the DataPro entries from the storage card in the \Palm\Backup\ directory. 

Note that is a DataPro timer event has been created, and the DataPro program is manually deleted (for example with CFpro), when the timer event occurs, DataPro will not be available to handle the timer event, and the system will probably crash and have to be soft reset.

DataPro Start Over

If for some reason it is desired to just start the DataPro backup functions from scratch, the following steps should be taken:

1. Delete DataPro using the Palm Launcher DELETE function.

2. Delete the entries in the \Palm\backup\ directory on the storage card.

3. Re-install DataPro  

If it is desired to clear the contents of the DataProBackupDB and to clear the contents of the \Palm\Backup\ directory on the storage card (but not to delete the DataPro program), the user can at any time delete the DataProBackupDB from RAM and delete the contents of the \Palm\Backup\ directory on the storage card, then restart DataPro.  DataPro will rebuild the DataProBackupDB.

DataPro Prerequisites

DataPro V2.0 is supported on the following devices

1. Sony Clie PEG-S300, running Palm OS 3.5.1 or 3.5.2 and with a MemoryStick storage card inserted in the MS slot

2. TRGpro running Palm OS 3.5.1 or 3.5.2 with a CompactFlash storage card inserted in the CF slot.

3. HandEra 330 running Palm OS 3.5.1 with either a CompactFlash (CF)storage card or a Secure Digital (SD) storage card inserted 

4. Palm M500 and M505 running Palm OS 4.0 with an SD storage card inserted

DataPro Compatibility With Other Products

DataPro was designed to work with any Palm OS program that follows the Palm rules of design, since the Palm Exchange Manager is used for all file operations.

However, there are some products that might conflict with DataPro operation.

HACK managers, such as HackMaster, TealMaster, and others may conflict with DataPro.  Many users run DataPro successfully with hacks enabled, but there may be conflicts with some hack programs.  

Some launchers may conflict with DataPro operations.,  EasyLauncher has been documented as conflicting with DataPro operations.

Licensing and Redistribution

DataPro is the property of HandEra, Inc.   Redistribution or unlicensed use is prohibited.  See the Software License Agreement at the end of this document. 

HandEra Contact Info

We look forward to hearing from you. Please visit our web page or email us.

E-mail:             sales@handera.com 

Internet:           http://www.handera.com/ 

Warranty 

DataPro is provided without warranty.  Support for DataPro can be obtained via the HandEra internet site at www.handera.com, by sending an email to support@handera.com, or by calling HandEra support at 515-252-7522.

Satisfaction is guaranteed.  If for some reason this product does not meet your needs you may return it within 30 days for a full refund of the purchase price.

Software License Agreement

HandEra, Inc.

DataPro   S O F T W A R E  L I C E N S E   A G R E E M E N T

This agreement provides the user with a license to use the software only in conjunction one Palm Connected Organizer™ device or equivalent. You may not reverse engineer, decompile, or disassemble this software.

This software is owned by HandEra Inc. and is licensed to the user. Title for the product does not transfer from the licenser to the licensee.  It is protected by United States copyright laws and international treaty provisions.

You may terminate the license at any time. HandEra, Inc may terminate your license if you fail to comply with the terms and conditions of the license.  In either event, upon termination of your license, you must destroy all your copies of the software. 

Satisfaction is guaranteed.  If for some reason this product does not meet your needs you may return it within 30 days for a full refund of the purchase price.

Copyright 2001 HandEra, Inc.  All rights reserved. 

HandEra, the HandEra Logo, TRG, the TRG logo, DataPro, FlashPro, FlashPack, ImagePro, and InstallPro are all registered trademarks of HandEra, Inc. 

Unless otherwise indicated, HandEra, Inc. trademarks are registered in the United States and or may not be registered in other countries.

Palm, PalmIII, PalmIIIx, PalmV, and PalmPilot are trademarks of Palm Computing.

IBM WorkPad is a trademark of IBM.  Symbol is a trademark of Symbol Technologies.

Sony and Clie are trademarks of Sony Corporation.

Other brand and product names may be registered trademarks of their respective holders.
rev. 5/4/2001



















